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Best Practices in Data Protection 
Survey of U.S. IT & IT Security Practitioners 

Ponemon Institute, October 2011 
 

Part 1. Introduction 
 
Ponemon Institute is pleased to present the results of the Best Practices in Data Protection 
survey. This research was conducted to determine data protection practices in leading 
organizations and to provide guidance on how best practice status can be achieved. Sponsored 
by McAfee, the survey focused on issues relating to the use of data protection solutions such as 
endpoint encryption and data loss prevention within the workplace. 
 
The study surveyed 718 IT and IT security practitioners in the United States. Respondents were 
asked to self-report if they believed their organization has achieved best practice status in data 
protection. Twenty-three percent or 168 respondents say their organization is an industry leader 
for data protection best practices.  
 
Most of the respondents in our study (550) say their organization’s mission is to achieve 
substantial compliance with regulations, laws, public standards, internal policies, procedures and 
agreements. In this report, these organizations are referred to as “mainstream.” Given that our 
focus is best practices in data protection, 80 organizations that self-reported that they do the 
minimum as required by internal or external policies were excluded from the final sample. 
  
Survey respondents have an average of 10 years of experience in their field. More than half (53 
percent) report directly to the CIO. The majority (81 percent) of respondents are at the supervisor 
or higher level in their organizations. Almost half (47 percent) work in organizations with a 
headcount of 5,000 or more. 
 
We believe this study is important because it provides insights on how organizations can be more 
successful when investing in and building a data protection program. According to the findings of 
our research, the top three reasons why organizations support and fund data protection programs 
are: 
 
§ Need to comply with regulations, laws and other mandates. 

§ Response to a recent data breach incident within the organization. 

§ Public reports or news stories about data breach incidents concerning other companies. 

 
The study’s findings reveal that the following are the five key success factors in a data protection 
program: 
 
1. A formal data protection strategy for the organization and metrics to determine if the strategy 

is effective. 

2. Key metrics from a management console and observation and regular testing of data 
protection solutions. 

3. Data protection technology features that focus on privileged users, restriction of access and 
outbound communications are considered critical.  

4. Centralized management of the data protection program with such features as actionable 
information, policy administration, reporting, automatic securing of endpoints and monitoring. 

5. Automated policies for detection and prevention of end-user misuse of information assets. 
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Part 2. Key findings  
 
In this section, we present the consolidated findings for both best practice and mainstream 
organizations in our study. The research study report is organized according to these three main 
topics:  
 
§ Main drivers for the existence of a data protection program 

§ Steps taken by organizations to mitigate data risks 

§ Key success factors for a data protection program 

 
The main drivers for data protection programs are compliance and response to a data 
breach incident. According to the findings, 50 percent of respondents agree or strongly agree 
that senior management in their organizations believes that the need to comply with regulations, 
laws and other mandates followed by response to a data breach incident are the main reasons 
senior management will fund and support a data protection program. Only 28 percent say it is 
because of a sense of responsibility to protect information assets, followed by 26 percent who say 
it is a desire to protect the company’s reputation and maintain customer trust and loyalty. 
 
Bar Chart 1: What are the main reasons why senior management support and fund data 
protection efforts within your organization? 
Top two choices 
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When asked what information assets their organizations are most worried about if they had a 
data breach, respondents say they are most concerned about intellectual property and less 
concerned about consumer data.  According to the ranking presented in Bar Chart 2, such 
intellectual property as lost or stolen source code, design documents and spreadsheets would 
present the most risk to organizations. Of least risk to these organizations is loss or theft of 
consumer data. In fact, more than half (57 percent) of respondents say their organizations’ data 
protection effort is most concerned with safeguarding intellectual property (not shown in bar 
chart).  
 
Bar Chart 2: What type of data if lost or stolen presents the highest level of risk to your 
organization?  
6 = the highest risk level to 1 = the lowest risk level. 
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Steps taken to mitigate risk are most often an approach that involves ongoing manual 
compliance monitoring and informal observations. Respondents identified the two greatest 
threats to their organization as the lack of data protection across all devices and the increased 
proliferation of end-user devices containing sensitive data.  
 
Currently the steps most taken to identify risks are ongoing manual compliance monitoring (62 
percent), informal observations by supervisors and managers (59 percent) and ongoing 
automated compliance monitoring using a DLP tool (46 percent). While not shown in the chart, 15 
percent of respondents say they are not aware of the steps taken to identify risks. 
 
Bar Chart 3: What steps does your organization take to identity data protection risk? 
More than one choice is permitted 
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According to 44 percent of respondents, the greatest benefits of a data loss prevention solution 
and endpoint encryption is to reduce the risks associated with mobile workers and their use of 
portable computing devices. These benefits are followed by 39 percent of respondents who say 
the greatest benefit is enhanced end-user accountability. 
 
According to the majority of respondents in our study, endpoint encryption (EE) and data loss 
prevention (DLP) are critical to achieving their security objectives. However, these solutions are 
not widely deployed. Sixty-nine percent of respondents say EE and DLP are either very important 
or important to achieving their security goals. On average, respondents say that 41 percent of 
their organizations’ endpoints are secured using EE. As shown in Bar Chart 4, 51 percent of 
respondents say that DLP has either not been implemented or only partially implemented. 
 
Bar Chart 4: What best describes the state of data loss prevention (DLP) within your 
organization today? 
Only one choice 
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Barriers and key success factors to achieving best practices.  
 
Barriers. The most significant barriers to having a successful data protection program are lack of 
monitoring and enforcement of end users, complexity of compliance and regulatory requirements 
and lack of skilled or expert personnel. Only nine percent say it is the lack of effective data 
protection solutions. 
 
Bar Chart 5: What do you see as the most significant barriers to achieving effective data 
protection activities within your organization today? 
Top two choices 
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Key Success Factors. The following are five key success factors identified by respondents who 
self-reported that they are their industry’s leader for data protection best practices. The analysis 
shown in the charts below describes the current state of all organizations in our study to adopt 
these key success factors. In Part 3 of this paper we analyze the differences between the industry 
leaders and the mainstream respondents. 
 
1. Strategy. Many organizations are lacking a formal strategy to determine if they are effective 

in addressing threats to their information assets. Only 19 percent of organizations in our 
study have a formal strategy that is deployed across the enterprise and 26 percent have a 
strategy that is partially implemented. Thirty percent of respondents say they have an 
informal strategy and 25 percent say they have no data protection strategy. 

 
Bar Chart 6: What best describes your organization’s data protection strategy? 
Only one selection 

 
 

2. Metrics. Key metrics from a management console and observation and regular testing of 
data protection solutions are the top two ways organizations determine if their data protection 
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Bar Chart 7: How do you know that your organization’s data protection solutions (such as 
DLP and EE) are effective at minimizing data loss or theft? 
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Fifty percent say they have no specific metrics for determining the effectiveness of data 
protection efforts and six percent are unsure. Bar Chart 8 reveals that the most popular 
metrics used by respondents are percentage of endpoints secured with encryption and other 
data protection tools, number of end users trained, number of records or files detected as 
compliance infractions and number of policy violations. 

 
Bar Chart 8: What metrics are used by your organization to determine the effectiveness of 
data protection efforts? 
More than one choice permitted 
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Bar Chart 9: Data protection technology features considered most important to achieving 
the organization’s data protection mission 
Very important and important responses combined 
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This feature is followed by 74 percent who say it is to restrict access to sensitive data, 73 
percent who say it is to prevent questionable or suspicious outbound communications and 72 
percent who say it is to prevent or curtail insecure endpoints from accessing sensitive 
applications or systems. Considered less important are identifying where sensitive or 
confidential information is located (48 percent) and prioritizing of threats and vulnerabilities 
(44 percent).  

 
According to Bar Chart 10, in terms of governance and controls practices considered, 
organizations believe vendor or business partner data protection management procedures 
and monitoring of business partners, vendors and other third parties are most important. 

 
Bar Chart 10: Controls and governance practices considered most important to achieving 
the organization’s data protection mission 
Very important and important responses combined 
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5. Automated Policies. Bar Chart 12 summarizes respondents’ perceptions about data 

protection activities within their organizations. As shown, many perceptions are not 
favorable.1 For example, only 28 percent of respondents agree that clearly defined policies 
are among the most important deterrents to end users’ misuse of information assets. On the 
favorable side, 53 percent of respondents agree that automated policies are much more 
effective in terms of detecting or preventing end user misuse of information assets than 
manual methods. This is followed by 49 percent who believe enforcement of policies is 
among the most important deterrent to end user misuse.  

 
Bar Chart 12:  Attributions about data protection activities in respondents’ organizations 
Strongly agree and agree responses combined (using a five-point adjective scale) 

 
 
 
 
 
 
 
 
 
 
 
 

  

                                                        
1We measure respondents’ perceptions using a five-point scale from strongly agree to strongly disagree to 
each attribution or statement.  An unfavorable rating is defined as a strongly agree and agree response less 
than 50 percent (or a strongly disagree, disagree and unsure combined response at or above 50 percent). 

28% 

36% 

43% 

46% 

49% 

53% 

0% 10% 20% 30% 40% 50% 60% 

Clearly defined policies are among the most 
important deterrents to end users’ misuse of 

information assets. 

The consolidation of data protection vendors 
increases the TCO of these solutions within my 

organization. 

The consolidation of data protection vendors 
reduces complexity of IT security operations 

within my organization. 

The mandatory use of endpoint encryption is 
among the most effective ways to reduce data 

loss. 

Enforcement of policies is among the most 
important deterrents to end users’ misuse of 

information assets. 

Automated policies are much more effective in 
terms of detecting or preventing end user misuse 

of information assets than other methods. 



 

Ponemon Institute© Research. Sponsored by McAfee. All rights reserved, October 2011 
 

Page 11 

 
Part 3. Best practice organizations vs. mainstream organizations 
 
In this section, we look at what separates the best practice organizations from the mainstream 
organizations. In many cases, best practice and mainstream organizations perceive data 
protection practices quite differently. The following are the most salient differences between a 
best practice organization and a mainstream organization in this study. 
 
Executive sponsorship. Organizations with best practices are better able to secure C-level and 
senior management support and funding because there is a greater sense of responsibility for the 
protection of information assets and a desire to protect the company’s good reputation.  In 
contrast, mainstream organizations secure funding and support because of such external factors 
as compliance, the need to respond to a data breach and as a result of negative publicity. 
 
Proactive, internally driven goals. The leadership of best practice organizations understands 
the importance of safeguarding sensitive and confidential information. C-level executives are 
more likely to consider data protection a top priority in best practice organization (55 percent vs. 
35 percent of mainstream organizations).  
 
Endpoint solutions. Data loss prevention (DLP) and endpoint encryption (EE) are more 
important to a best practice organization’s security mission. In best practice organizations, 76 
percent of respondents say DLP is important and 75 percent say EE is important to meeting their 
security objectives. In contrast, 67 percent in mainstream organizations say these solutions are 
important. Further, best practice organizations are more likely to believe the mandatory use of 
endpoint encryption is among the most effective ways to reduce data loss (52 percent vs. 44 
percent of mainstream organizations). 
 
Effectiveness. Determining effectiveness of data protection solutions differs between best 
practice and mainstream organizations. Best practice organizations are most likely to use key 
metrics from a management console (60 percent vs. 38 percent of mainstream organizations) and 
results from internal or external audits (20 percent vs. 11 percent of mainstream organizations). 
Best practice organizations are also most likely to see reduced risks associated with mobile 
workers and their use of portable computing devices as one of the most important benefits of data 
protection solutions.  
 
Vendors. Both best practice and mainstream organizations agree that vendor support and 
scalability are important features when making a DLP or endpoint encryption purchase decision. 
However, mainstream organizations are more likely to consider cost as an important feature. Best 
practice organizations consider vendor support as most important. In addition, best practice 
organizations favor the consolidation of data protection vendors to reduce complexity of IT 
security operations (49 percent vs. 41 percent of mainstream organizations). 
 
Responsible group. IT security often plays a more important role in data protection in best 
practice organizations. Twenty-five percent of respondents from best practice companies say that 
IT security is most responsible for setting strategy, overseeing deployment and ongoing 
management of data protection activities. In contrast, only 15 percent of mainstream 
organizations say this is the case.  
 
Strategy. Best practice organizations are most likely to have some type of formal strategy for 
data protection. Sixty-four percent of respondents in best practice organizations say that they 
have a formal strategy that is partially or fully deployed across the enterprise. Twenty-eight 
percent of respondents in mainstream organizations say they do not have a data protection 
strategy and 33 percent say it is informal. Best practice organizations also are more likely to view 
data protection as having a higher priority than other security practices.   
 

 



 

Ponemon Institute© Research. Sponsored by McAfee. All rights reserved, October 2011 
 

Page 12 

Barriers. Best practice organizations have different perceptions about what are the most 
significant barriers to achieving effective data protection. The top two barriers, according to best 
practice respondents, are dealing with the complexity of compliance and regulatory requirements 
followed by lack of leadership. Mainstream organizations are more likely to see lack of monitoring 
and enforcement of end users as a barrier. Best practice organizations are less likely to see 
insufficient resources or budget as a barrier.  
 
Identifying risk. Steps taken to identify data protection risk also differ. Specifically, best practice 
organizations favor ongoing automated compliance monitoring using DLP and respondents in 
mainstream organizations favor ongoing manual compliance monitoring. Best practice 
organizations also are more likely to conduct formal risk assessments.  
 
Metrics. Best practice organizations are more likely to have metrics in place to determine the 
effectiveness of their efforts. The top two metrics they use are the percentage of endpoints 
secured with encryption and other data protection tools followed by the number of records or files 
detected as compliance infractions.  
 
Policies. Best practice organizations are more likely to consider the enforcement of policies as 
among the most important deterrents to end users’ misuse of information assets (56 percent vs. 
47 percent of mainstream organizations). They believe automated policies are more effective in 
terms of detecting or preventing end user misuse of information assets than other methods. 
 
Part 4. Insights and Implications 
 
Taken all together, the findings of this research suggest that small improvements in a company’s 
data protection practices can provide such benefits as loss prevention, reputation or brand 
protection and other negative consequences caused by data breach. 
 
In general, we find that enabling security technologies are important and should be used 
concurrently with other data protection practices in order to move a company into the zone of best 
practices.  Other steps have to be taken concurrently, especially: 
 
§ Create a formal, enterprise-wide strategy with appropriate policies, procedures and 

guidelines. 

§ Implement education, training and awareness activities. 

§ Deploy monitoring and enforcement practices. 

§ Automate policies for detection and prevention of end user misuse of information assets. 

§ Consolidate the data protection program with centralized management with such features as 
actionable information, policy administration, reporting, automatic securing of endpoints and 
monitoring. 

§ Measure with key metrics from a management console and observation and regular testing of 
data protection solutions. 

 
In addition, the complexity of data protection activities or operations within the typical organization 
requires clearly defined governance practices, in-house expertise, unambiguous leadership and 
support from the top (preferably the CEO). 
 
Finally, our results support the notion that data loss prevention and endpoint encryption solutions 
can significantly impact an organization’s data protection and information security posture. The 
majority of respondents say EE and DLP are critical to achieving their security objectives.  
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Part 5. Methods 
 
A random sampling frame of 22,030 adult-aged individuals who reside within the United States 
was used to recruit and select participants to this survey. Our randomly selected sampling frame 
was built from proprietary lists of highly experienced IT and IT security practitioners with bona fide 
credentials. As shown in Table 1, 901 respondents completed the survey. Of the returned 
instruments, 70 surveys failed reliability checks. A total of 831 surveys were available before 
screening. Two screening questions were used to remove respondents who did not have relevant 
experience or knowledge to rate their organizations’ data protection activities. This resulted in a 
final sample of 718 individuals. 
 
Table 1: Survey response Pct% 
Total sample frame  22,030  
Total returns  901  
Total rejections  70  
Sample before screening  831  
Final sample  718  
Response rate 3.3% 

 
Table 2 reports the respondent’s organizational level within participating organizations. By design, 
81 percent of respondents are at or above the supervisory levels. On average, respondents had 
nearly 10 years of overall experience in either the IT or IT security fields. 
 
Table 2: Respondents’ organizational level Pct% 
Senior Executive 2% 
Vice President 1% 
Director 21% 
Manager 35% 
Supervisor 22% 
Technician 9% 
Staff 5% 
Contractor 3% 
Other 2% 
Total 100% 

 
Table 3 shows that the most frequently cited reporting channels among respondents are the CIO 
(53 percent), CISO (19 percent) and chief risk officer (8 percent). 
 

Table 3: Respondents’ primary reporting channel Pct% 
Chief Information Officer 53% 
Chief Information Security Officer 19% 
Chief Risk Officer 8% 
Compliance Officer 6% 
Chief Security Officer 6% 
Chief Financial Officer 3% 
General Counsel 2% 
Other 2% 
CEO/Executive Committee 1% 
Total 100% 
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Table 4 reports the worldwide headcount of participating organizations.  It reports that 47 percent 
of respondents are located in organizations with more than 5,000 employees. 
 
Table 4: Worldwide headcount of respondents’ organizations Pct% 
< 500 people 12% 
500 to 1,000 people 15% 
1,001 to 5,000 people 26% 
5,001 to 25,000 people 23% 
25,001 to 75,000 people 15% 
> 75,000 9% 
Total 100% 

 
Table 5 reports the respondent organization’s global footprint.  As can be seen, a large number of 
participating organizations are multinational companies that operate outside the United States. 
 
Table 5: Geographic footprint of respondents’ organizations Pct% 
United States 100% 
Canada 71% 
Europe 69% 
Middle east & Africa 42% 
Asia-Pacific 60% 
Latin America 49% 

 
Pie Chart 1 reports the industry distribution of respondents’ organizations.  As shown, financial 
services (including retail banking, insurance, brokerage and payments), public sector (federal, 
state and local), and healthcare and pharmaceuticals are the three largest industry segments. 
 
Pie Chart 1: Industry distribution of respondents’ organizations 
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Part 5. Caveats 
 
There are inherent limitations to survey research that need to be carefully considered before 
drawing inferences from findings.  The following items are specific limitations that are germane to 
most web-based surveys. 
 
§ Non-response bias:  The current findings are based on a sample of survey returns.  We sent 

surveys to a representative sample of individuals in IT and IT security located in the United 
States, resulting in a large number of usable returned responses.  Despite non-response 
tests, it is always possible that individuals who did not participate are substantially different in 
terms of underlying beliefs or perceptions about data protection activities from those who 
completed the instrument. 

§ Sampling-frame bias:  The accuracy is based on contact information and the degree to which 
the sample is representative of individuals in the IT and IT security fields. We also 
acknowledge that the results may be biased by external events. 

We also acknowledge bias caused by compensating respondents to complete this research 
within a holdout period. Finally, because we used a web-based collection method, it is 
possible that non-web responses by mailed survey or telephone call would result in a 
different pattern of findings. 

§ Self-reported results:  The quality of survey research is based on the integrity of confidential 
responses received from subjects.  While certain checks and balances can be incorporated 
into the survey process, there is always the possibility that certain respondents did not 
provide accurate responses. 
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Appendix: Detailed Survey Results 
 
The following tables provide the frequency or percentage frequency of responses to all survey 
questions contained in this study. All survey responses were captured over a three-week period 
ending in September 2011. 
 
Sample response Pct%  
Total sample frame  22,030   
Total returns  901   
Total rejections  70   
Sample before screening  831   
Final sample  718   
Response rate 3.3%  
   
Part 1. Screening questions   
S1. Are you or your subordinates responsible for your company’s 
data protection efforts? Pct% Freq. 
Yes, directly 54%  449  
Yes, indirectly 42%  349  
No (Stop) 4%  33  
Total 100%  831  
   
S2. What philosophy best describes your organization’s data 
protection primary mission or objective? Pct%  Freq.  
To be our industry’s leader for data protection best practices 21%  168  
To achieve substantial compliance with regulations, laws and public 
standards 25%  199  
To achieve substantial compliance with internal policies, procedures 
and agreements 26%  207  
To incur the minimum cost necessary to achieve compliance 
requirements 18%  144  
To do the minimum level as required by internal or external policies 
(Stop) 10%  80  
Don’t know (Stop) 0%  -    
Total 100%  798  
   
Part 2. General survey on data protection experience   
 Strongly agree Agree 
Q1. C-level executives in my organization consider data protection a 
top priority. Strongly agree and agree responses combined. 21% 19% 
   
Q2. What are the top two reasons why senior management support 
and fund data protection efforts within your organization? Pct%  
Response to a recent data breach incident within your organization 46%  
Public reports or news stories about data breach incidents 
concerning other companies 34%  
Sense of responsibility to protect information assets 28%  
Desire to protect the company’s good reputation 26%  
Desire to maintain customer trust and loyalty 15%  
Need to comply with regulations, laws and other mandates 50%  
Other (please specify) 1%  
Total 200%  
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 Very important Important 
Q3.  How important is endpoint encryption (EE) to your organization’s 
security mission or objective?  Very important and important 
responses combined. 34% 35% 
   
Q4. What percent of your organization’s endpoints are secured using 
an endpoint encryption solution? Please select the percentage range 
for each computing device listed in the following table.   

Endpoints 
Weighted 
average None 

Desktops 73% 4% 
Laptops 65% 9% 
Smartphones 27% 28% 
Netbooks 26% 48% 
Tablets 16% 59% 
Grand average 41%   
   
 Very important Important 
Q5.  How important is data loss prevention (DLP) to your 
organization’s security mission or objective? Very important and 
important responses combined. 33% 36% 
   
Q6a.  What best describes the state of data loss prevention (DLP) 
within your organization today? Pct%  
Not implemented 26%  
Partially implemented  25%  
Fully implemented in one or more business units 31%  
Fully implemented across the enterprise 18%  
Total 100%  
   
 Q6b. What best describes the state of data loss prevention (DLP) 
within your organization within the next 12 months? Pct%  
Not implemented 19%  
Partially implemented  22%  
Fully implemented in one or more business units 40%  
Fully implemented across the enterprise 19%  
Total 100%  
   
Q7.  What has your organization done to reduce the total cost of 
ownership (TCO) of data protection solutions such as DLP and EE? Pct%  
Use multiple vendors (multiple platforms) 33%  
Use a single vendor (one platform) 40%  
Use outside consultants on deployment 14%  
We use a single management console (for all devices or appliances 
deployed) 22%  
Engage managed service provider to operate solutions 26%  
Permit user self-recovery 26%  
Provide end-user training 14%  
Quickly update to the latest version 25%  
Nothing has been done to lower TCO 39%  
Other (please specify) 3%  
Total 242%  
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Q8. What do you see as the most important steps that organizations 
could take to lower the total cost of ownership for data protection 
solutions such as DLP and EE? Please rank the following actions 
from 1 = most important to 6 = least important. Pct%  
Thoroughly train IT security staff 4.1  
Thoroughly train end users  2.3  
Obtain the lowest purchase cost from vendors 5.0  
Choosing solutions that are relatively easy to implement and don’t 
increase complexity 1.8  
Outsourcing the operations of data protection solutions such as SLP 
and EE 3.2  
Move data protection operations to cloud computing environments 4.6  
Total 3.5  
    
 Very important Important 
Q9a.  How important is centralized management to the success of 
data protection effort within your organization? Very important and 
important responses combined. 29% 36% 
   
Q9b. [For those selecting very important or important] What do you 
consider essential or very important in centralized management?  
Please select all that apply. Pct%  
Actionable information 73%  
Policy administration 69%  
Reporting 62%  
Automatic securing of endpoints 61%  
Monitoring 60%  
Determining endpoint was protected very quickly (seconds or 
minutes) 58%  
Auditing 48%  
Deployment 41%  
Consistent protection 32%  
GUI Interface 29%  
Other 5%  
Total 538%  
   
Q10. How do you evaluate the features and functionality of data 
protection solutions when making a purchase decision?  Please 
select all that apply. Pct%  
Implement an in-house pilot 73%  
Receive demonstration by sales representative 56%  
Review written marketing collateral 53%  
Watch video demonstration 49%  
Contact references provided by the vendor 45%  
Review product evaluations by analysts 37%  
Collect informal testimonials from other companies 36%  
Other (please specify) 6%  
Total 355%  
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Q11. How do you know that your organization’s data protection 
solutions (such as DLP and EE) are effective at minimizing data loss 
or theft? Pct%  
Key metrics from management console 43%  
Management reports summarizing results 29%  
Observation and regular testing of data protection solutions 41%  
Results from internal or external audits 13%  
Reduced number of data breach incidents 12%  
Reduced number of compliance or regulatory violations 6%  
Reports from subordinates 9%  
Don’t know 35%  
Other (please specify) 2%  
Total 190%  
   
Q12. What do you see as the greatest benefits realized from the 
deployment of data protection solutions (such as DLP and EE) within 
your organization? Pct%  
Reduced risks associated with mobile workers and their use of 
portable computing devices 44%  
Shortened time to determine if their was a breach from a lost device 30%  
Enabled sharing of data in secured workspace on a single computer 18%  
Enhanced end-user accountability 39%  
Reduced number of data breach incidents 18%  
Reduced number of compliance or regulatory violations 36%  
Don’t know 29%  
Other (please specify) 1%  
Total 215%  
   
Q13, What is the best way to educate end users within your 
organization about safe data protection practices?   Pct%  
Conduct formal training and awareness programs 28%  
Provide written policies and clear instruction to end users 17%  
Automate policies that automatically enforce requirements behind the 
scenes 36%  
Hold supervisors and managers accountable for educating 
subordinates on safe data protection  19%  
Other (please specify) 0%  
Total 100%  
   
Q14.  With respect to your organization’s total IT security budget, 
how much is spent on endpoint data protection solutions? Pct%  
< 5% 14%  
6 to 10% 31%  
11 to 25% 46%  
26 to 50% 8%  
> 50% 1%  
Total 100%  
Extrapolated value 15%  
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Q15.  On an FTE basis, how many employees are dedicated to 
endpoint data protection activities within your organization? Pct%  
< 5 19%  
5 to 10 23%  
10 to 25 43%  
26 to 50 10%  
> 50 5%  
Total 100%  
Extrapolated value  16   
   
Q16. Who within your organization is most responsible for endpoint 
data protection activities (such as setting strategy, overseeing 
deployment and ongoing management)? Pct%  
Business units 25%  
Corporate IT 22%  
Shared responsibility (no one organization) 20%  
IT security 17%  
Risk management 5%  
Compliance 4%  
Legal 3%  
Data center management 2%  
Privacy office 2%  
Internal audit 0%  
Other (please specify) 0%  
Total 100%  
   
Part 3. Survey questions on best practices   
Q17. What best describes your organization’s data protection 
strategy? Pct%  
We have a formal strategy that is deployed across the entire 
enterprise 19%  
We have a formal strategy, but it is not implemented across the 
enterprise 26%  
We have an informal strategy 30%  
We do not have strategy 25%  
Total 100%  
   
Q18.  What do you see as the greatest threats to your organization’s 
information assets? Please select three top choices. Pct%  
Lack of data protection across all devices 46%  
Increased proliferation of end user devices containing sensitive data 45%  
External attackers that seek to obtain data 32%  
Malicious employees and other dangerous insiders 31%  
Sensitive company data on devices (such as a smartphone) owned 
by end users but also used for work 30%  
Insecure third parties including cloud providers 29%  
Negligent employees 25%  
Not knowing where all sensitive data is located 19%  
System or business process glitches 18%  
Lack of effective data protection technologies 13%  
Compliance violations and related legal infractions 9%  
Contractual violations with business partners 3%  
Other (please specify) 0%  
Total 300%  
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Q19.  What do you see as the most significant barriers to achieving 
effective data protection activities within your organization today? 
Please select two top choices. Pct%  
Insufficient resources or budget 20%  
Lack of skilled or expert personnel 37%  
Lack of leadership 36%  
Lack of C-level support 19%  
Effective data protection solution are not available 9%  
Lack of monitoring and enforcement of end users 40%  
Complexity of compliance and regulatory requirements 38%  
Other (please specify) 1%  
Total 200%  
   
Q20.  What steps does your organization take to identity data 
protection risk? Pct%  
Formal risk assessments 40%  
Controlled self-assessments 19%  
Ongoing manual compliance monitoring 62%  
Ongoing automated compliance monitoring (using DLP tool) 46%  
Internal audits 15%  
External audits 5%  
Informal observations by supervisors and managers 59%  
Don’t know 15%  
Other (please specify) 4%  
Total 265%  
   
Q21a. Does your organization have specific metrics for determining 
the effectiveness of data protection efforts? Pct%  
Yes 44%  
No 50%  
Unsure 6%  
Total 100%  
   
Q21b. If yes, what metrics are used to determine the effectiveness of 
data protection efforts? Pct%  
Number of policy violations 38%  
Number of end user enforcement actions 21%  
Number of records or files prevented from leakage 3%  
Number of records or files detected as compliance infractions 39%  
Number of end users trained 48%  
Number of certified IT security personnel 9%  
Percentage of endpoints secured with encryption and other data 
protection tools 52%  
Other (please specify) 5%  
Total 215%  
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Q22.  What steps does your organization take when responding to 
data breach? Pct%  
Immediately, check DP management console to see if device was 
encrypted 49%  
Organize or activate the incident response team 51%  
Escalate issues internally to the highest levels of management 
(including the CEO) 53%  
Engage outside experts, attorneys and consultants 28%  
Conduct forensic investigation to determine the source of data loss 
and who is at risk 63%  
Contain the source or root cause of the data loss or theft 60%  
Contact appropriate law enforcement organizations 42%  
Contract appropriate regulators (including state AG) 39%  
Notify all affected parties 45%  
Execute public relations and media plan (to minimize reputation or 
brand impact) 29%  
Conduct a post-mortem analysis (to determine the effectives of the 
organization’s response) 20%  
Other (please specify) 5%  
Total 484%  
   
Q23.  What type of data if lost or stolen presents the highest level of 
risk to your organization?  Please rank the following data types from 
1 = the highest risk level to 6 = the lowest risk level. Average Rank  
Customer information 3.09  
Employee records 3.76  
Consumer data  5.48  
Non-financial business confidential information 2.01  
Confidential financial information 2.25  
Intellectual property including source code, design documents, 
spreadsheets and more 1.66  
Average 3.04  
   
Q24. Following are two statements about your organization’s data 
protection priorities. Strongly agree Agree 
Q24a. Our organization’s data protection effort is most concerned 
with compliance-oriented data such as customer information, 
consumer data or employee records. 21% 23% 
Q24b. Our organization’s data protection effort is most concerned 
with intellectual property data such as source code, spreadsheets, 
trade secrets, accounting reports and others. 29% 28% 
   
Q25a.  What one statement best defines the priority of data 
protection relative to other security objectives within your 
organization?   
What are your priorities today? Pct%  
Data protection is a higher priority than other security objectives 28%  
Data protection has an equal priority to other security objectives 51%  
Data protection is a lower priority than other security objectives 15%  
Cannot determine 6%  
Total 100%  
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What are your priorities in the next 12-24 months? Pct%  
Data protection is a higher priority than other security objectives 33%  
Data protection has an equal priority to other security objectives 47%  
Data protection is a lower priority than other security objectives 14%  
Cannot determine 6%  
Total 100%  
   
Q26. Following are six statements about your organization’s data 
protection activities.  Strongly agree Agree 
Q26a. The consolidation of data protection vendors reduces 
complexity of IT security operations within my organization. 20% 23% 
Q26b. The consolidation of data protection vendors increases the 
TCO of these solutions within my organization. 15% 21% 
Q26c. Clearly defined policies are among the most important 
deterrents to end users’ misuse of information assets. 13% 15% 
Q26d. Enforcement of policies is among the most important 
deterrents to end users’ misuse of information assets. 23% 26% 
Q26e. The mandatory use of endpoint encryption is among the most 
effective ways to reduce data loss. 21% 25% 
Q26f. Automated policies are much more effective in terms of 
detecting or preventing end user misuse of information assets than 
other (manual) methods. 26% 27% 
   
Q27.  What do you see as the most important features of a data 
protection solution (such as DLP or EE) when making a purchase 
decision? Top four choices. Pct%  
Purchase cost 48%  
Total cost of ownership (TCO) 41%  
Vendor support 54%  
Scalability within the organization 49%  
Third-party reviews by analysts 12%  
Ease of implementation 40%  
Ease of ongoing operations and maintenance 42%  
Integration and interoperability with other IT solutions 48%  
Available of metrics and management reports 40%  
Reputation of the vendor 25%  
Other (please specify) 1%  
Total 400%  
   
 Very important Important 
Q28.  How important is centralized console reporting (one set of 
metrics) to the success of data protection within your organization? 
Very important and important responses combined. 0.23 0.31 
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Q29. Following are 12 data protection technology features 
considered important by many organizations. What is the relative 
importance of each feature in terms of achieving your organization’s 
data protection objectives or mission?   Very important and important 
responses combined. Very important Important 
Prevent questionable or suspicious outbound communications  33% 40% 
Establish actionable policies that specify data compliance 
requirements 30% 29% 
Prioritize threats and vulnerabilities 19% 25% 
Conduct post-mortems to gain learning from incidents 21% 34% 
Prevent or curtail insecure endpoints from accessing sensitive 
applications or systems 34% 38% 
Restrict access to sensitive or confidential data 33% 41% 
Curtail unauthorized sharing of sensitive or confidential data 29% 35% 
Curtail end-user access to insecure Internet sites and web 
applications 25% 25% 
Disengage lost or stolen mobile devices such as laptops, 
smartphones and others 34% 32% 
Identify where sensitive or confidential information is located 22% 26% 
Establish actionable metrics and management reporting 23% 32% 
Conduct close surveillance of privileged users 41% 35% 
   
Q30. Following are 4 controls and governance practices considered 
important by many organizations. What is the relative importance of 
each control in terms of achieving your organization’s data protection 
objectives or mission? Very important and important responses 
combined. Very important Important 
Clearly defined data collection, use, storage and retention procedures 23% 35% 
Monitoring of business partners, vendors and other third-parties 31% 36% 
Benchmarks of data protection practices or operations against peer 
or reference group 23% 35% 
Vendor or business partner data protection management procedures 
(including contract review) 30% 38% 
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Part 4. Demographics and organizational characteristics   
D1. What organizational level best describes your current position? Pct%  
Senior Executive 2%  
Vice President 1%  
Director 21%  
Manager 35%  
Supervisor 22%  
Technician 9%  
Staff 5%  
Contractor 3%  
Other 2%  
Total 100%  
   
D2. Check the Primary Person you or your IT security leader reports 
to within the organization. Pct%  
CEO/Executive Committee 1%  
Chief Financial Officer 3%  
General Counsel 2%  
Chief Information Officer 53%  
Compliance Officer 6%  
Human Resources VP 0%  
Chief Security Officer 6%  
Chief Information Security Officer 19%  
Chief Risk Officer 8%  
Other 2%  
Total 100%  
   
D3. Total years of experience  Mean Median 
Total years in IT, security or a related field 9.57  10.50  
Total years in current position 4.55  5.00  
   
D4. What industry best describes your organization’s industry focus? Pct%  
Communications 5%  
Defense 2%  
Education & research 4%  
Energy 2%  
Entertainment & media 1%  
Financial services 20%  
Health & pharmaceutical 11%  
Hospitality 5%  
Industrial 9%  
Public sector 14%  
Retail 8%  
Services 8%  
Technology & Software 7%  
Transportation 4%  
Total 100%  
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D7. Where are your employees located? (check all that apply): Pct%  
United States 100%  
Canada 71%  
Europe 69%  
Middle east & Africa 42%  
Asia-Pacific 60%  
Latin America 49%  
   
D8. What is the worldwide headcount of your organization? Pct%  
< 500 people 12%  
500 to 1,000 people 15%  
1,001 to 5,000 people 26%  
5,001 to 25,000 people 23%  
25,001 to 75,000 people 15%  
> 75,000 9%  
Total 100%  
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