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Executive summary

The security threats that we face are getting ever 
more harmful. Attacks launched en masse are 
no longer the order of the day. Rather, they are 
targeted, use a complex range of techniques, 
are sophisticated in their ability to defeat 
reactive security defences and can cost their 
victims dearly. Traditional defences that focus 
on defending against known threats are no 
match for such threats. Rather, organisations 
need to take a more proactive and preventative 
approach to protecting their applications and 
the sensitive information that they contain and 
to ensure that their network is locked down in 
a secure hardened state to prevent vulnerabili-
ties from creeping in and being exploited. 

This document discusses the role that integrity 
control plays in defending networks against 
attack through a focus on two key areas— 
controlling what applications are allowed 
to run and how they are run, and protecting 
systems on the network from configuration 
changes and mistakes that can allow serious 
vulnerabilities to be exploited. Such technolo-
gies are applicable to all organisations, what-
ever their size or industry. 

Organisations that take such an approach 
will see benefits in many areas, not only from 
an improved security posture, but also from 
reduced operational costs, an improved abil-
ity to comply with regulatory demands, and 
the ability to prove compliance through com-
prehensive management reports and audit 
trails. Operational costs that can be reduced 
include the administration and management 
of security controls, and elimination of much 
of the costs related to administering patches 
and downtime caused by misconfigurations 
or remediation efforts resulting from security 
incidents. Improved compliance capabilities 
will shield organisations from the costs, po-
tential fines and other sanctions, and reputa-
tional damage that can be caused by security 
breaches and other incidents. By improving the 
overall security posture of the organisation, 
the integrity of its systems and data assets will 
be greatly improved. 

Fast facts

• By automating application control, only 
known good applications are allowed to run, 
protecting the organisation from vulnerabili-
ties being exploited by unauthorised applica-
tions or those containing malware.

• Combining the above with change control 
prevents security weaknesses caused by 
misconfigurations and configuration creep 
from being exploited. 

• Integrity control technologies will shield the 
organisation from costly security incidents, 
including those from unknown threats or 
that exploit vulnerabilities inadvertently 
caused by inevitable changes to applications 
and systems. 

• Centralised management of an integrated 
set of controls reduces administrative 
burdens, operating costs and improves the 
ability of an organisation to comply with the 
regulations that it faces. 

The bottom line

A proactive stance to security based on ensur-
ing that only trusted applications can be run 
and unwanted changes that could introduce 
vulnerabilities are not allowed to be made will 
provide organisations with a greater level of 
protection against complex, targeted threats 
than those that merely focus on known threats 
for which a countermeasure has already been 
produced. Such an approach is also important 
in helping organisations achieve compliance 
with regulatory and internal governance re-
quirements through constant monitoring of 
networks to ensure that they continue to run in 
a secure, hardened state. 
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Electronic networks expanding in scale and scope

Computer networks are the lifeblood of organisa-
tions and have enabled huge gains in efficiency 
and productivity, enabling rapid global com-
munications and information access. However, 
whilst they enable organisations of all sizes to 
more efficiently produce, store and communi-
cate information, they are also prime targets for 
hackers and other criminals looking to attack 
them for the information that they contain or to 
disrupt the operations of a company. 

Electronic networks continue to expand both 
in terms of importance to organisations and 
in complexity. Previously closed networks are 
increasingly becoming internet enabled, rais-
ing fears that they are easier to attack and 
compromise for hackers. One major area in 
which this is occurring is supervisory control 
and data acquisition (SCADA) industrial control 
systems that are used to monitor and control 
industrial, infrastructure and facility-based 
processes. Many of the vertical sectors that 
use SCADA systems are considered to be part 
of the critical infrastructure, such as energy 
generation and distribution, oil and gas, and 
water refinement. As such systems move from 
being closed, proprietary networks to being 
TCP/IP-enabled so that they are accessible 
over the internet, the number of connections 
between SCADA networks and organisational 
office networks is increasing. Now accessible 
over open networks, they are increasingly vul-
nerable to attack. 

The damage that an attack can cause to a com-
mercial enterprise could be costly in financial 
terms, dented reputations and the ability to 
comply with the requirements of regulations 
that they face with regard to governance stand-
ards and security. However, an attack against 
an organisation that controls part of a nation’s 
critical infrastructure could have even more 
far-reaching consequences in terms of public 
health and safety. A compromised SCADA sys-
tem in the electricity supply chain could cause 
disruptions that would have knock-on effects 
to facilities and services that rely on electric-
ity, from transport facilities to health services. 
Those disruptions could not only cause finan-
cial loss to customers relying on that source 
for electricity, but could also potentially lead to 
loss of life. 

A recent report published in 2011 by McAfee 
and the Center for Strategic and International 
Studies entitled “In the Dark: Crucial Indus-
tries Confront Cyberattacks” looks to gauge 
how vulnerable critical infrastructure around 
the world is to cyberattack, focusing on the 
power, oil, gas and water sectors. Among the 
main findings of the research are that one in 
four of the 200 survey respondents in these 
sectors in 14 countries had been the victim of 
extortion through cyberattacks or threatened 
cyberattacks in the past year—an increase 
of 25% over the previous year. Another fast-
growing threat is that of large-scale denial 
of service (DoS) attacks or network infiltra-
tions. In the 2010 survey, fewer than half of 
the survey respondents had experienced such 
attacks, but in the 2011 survey, 80% reported 
that they had been the victims of large-scale 
DoS attacks and 85% had experienced network 
infiltrations. 

Other factors are also increasing the scale 
of the internet. In 2000, there were approxi-
mately 361 million internet users worldwide; 
by mid-2010, that had grown to around two 
billion—a growth of 445%. Overall, nearly 
29% of the world’s population is connected 
to the internet, ranging from 11% in Africa to 
77.5% in North America. However, looking at 
the sheer number of internet users does not 
tell the whole story. By some estimates, there 
are currently five billion devices connected 
to the internet, up from 500 million in 2003. 
This growth has been spurred by the use of 
internet-connect mobile devices in particular, 
and the use of smartphones and other devices 
now exceeds computers and laptops. Now, a 
third wave of growth is being seen in terms 
of the types of devices that are connected to 
the internet, including electrical smart grids, 
networked security cameras and sensors, and 
intelligent transport systems for remote traffic 
management. Tablet computers are showing 
tremendous growth and are increasingly being 
used for business, along with a wider range of 
new, more powerful smartphones and internet-
connected printers. In the home environment, 
a growing number of home appliances are be-
ing connected to the internet, as well as HVAC 
(heating, ventilation and air conditioning) sys-
tems, and consumer applications such as IPTV 



3 © 2011 Bloor ResearchA Bloor White Paper

“

“

Taking back control in today’s complex threat landscape 
…using application and change control to thwart attackers

Electronic networks expanding in scale and scope

It is estimated that by 2020 
there will be around 50 billion 

devices connected to the internet, 
providing a vastly expanded pool 
of targets for hackers looking to 
penetrate the networks to which 

they connect.

and gaming systems are pushing the numbers of internet-connected 
devices up exponentially. The technology used in cars is also advanc-
ing fast and is increasingly providing internet-enabled services such as 
real-time traffic alerts and in-car health and performance checks. It is 
estimated that by 2020 there will be around 50 billion devices connected 
to the internet, providing a vastly expanded pool of targets for hackers 
looking to penetrate the networks to which they connect. 

The majority of these devices will not be computers per se, but contain 
embedded software and systems that are increasingly used to allow 
them to communicate over networks. Whereas previously these were 
generally one-way feeds, such as a printer taking instructions via the 
network, many now publish information regarding their performance 
back to central network controls using networking protocols such as 
TCP/IP, FTP, HTTP and HTTPS. Embedded systems are increasingly 
being used in telecommunications systems, fire and safety controls, 
transport systems and medical equipment—all of which are vital for the 
running of civil society. 
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The new threat landscape

There are many methods of attacking elec-
tronic networks, including the use of malware 
and social engineering techniques such as 
phishing, both of which are primarily used 
for the purpose of gaining access to sensi-
tive information. Other methods, such as the 
launching of DoS attacks, are often used for 
the purpose of sabotage to render web-based 
services unavailable, inflicting financial or rep-
utational damage on the targeted organisation. 

In 2010, there were as many new malware 
samples seen as in the past 20 years com-
bined. Websites are increasingly being used 
as a vehicle for attack and in 2010 two million 
malicious websites were seen every month, 
this being a combination of those set up with 
malicious intent and those that have been 
compromised by hackers. 

Targeted threats on the rise

In order to gain financially from their exploits, 
it is no longer sufficient for hackers to launch 
a mass attack and then sit back on their lau-
rels, hoping that at least some will fall for the 
scam. Rather, criminals now carefully stake 
out their victims, researching their targets via 
the plethora of information sources that are 
available via the internet, such as information 
posted on social and business networking 
sites, and using social engineering techniques 
to try to fool intended victims into giving away 
personal information. This information is then 
used to specifically target individuals using a 
variety of techniques to try to fly under the ra-
dar to avoid detection. Criminals will also test 
their exploits against the security defences 
available in an effort to avoid detection and will 
tailor the payload to get around those defenc-
es—hence the large number of malware vari-
ants being seen today. The combination of the 
use of targeted information gathering, stealthy 
attacks and the use of multiple vectors of at-
tack, such as combining online research with 
phishing emails and web-based malware, is a 
destructive one that requires a new mindset—
and technologies—to defeat. 

Advanced persistent threats

Until recently, the majority of hacking inci-
dents were aimed at immediate gain in the 
short term. Once the criminals had achieved 
what they wanted, they tended to move on. 
That does not mean to say that the damage 
could not be hefty for individuals who have had 
their identities stolen or organisations that 
suffer financial costs and reputational fallout 
as a result—but the attacks were usually one-
off events. 

Over the past couple of years, criminals have 
increasingly turned to new, complex and more 
sophisticated exploits—known as advanced 
persistent threats (APTs). Such threats are 
more dangerous than those traditionally seen 
and the term APT generally refers to attacks 
that are long term and sophisticated in nature. 
Generally, attackers using APTs have objec-
tives that go beyond immediate financial gain 
and are aimed at causing maximum disrup-
tion and damage. APTs can be characterised 
as follows:

• Advanced—criminal hackers using such ex-
ploits are generally well resourced and have 
a battery of intelligence gathering resources 
and attack tools and methods at their dis-
posal. The term “advanced” does not refer to 
the individual techniques used, which may be 
those commonly used by hackers and readily 
available, but to the combination of multiple 
attack methods and vectors. By using multi-
ple techniques, the attacker aims to not just 
compromise the target but also to maintain 
access to the resource(s) it is attacking. 

• Persistent—rather than looking for low-
hanging fruit that can bring the attacker 
immediate gain, hackers using APTs use a 
stealth approach, conducting their attacks 
slowly through constant monitoring and in-
teraction whilst trying to stay under the radar 
in order to evade detection.

• Threat—another thing that makes APTs 
more of a threat than exploits traditionally 
seen is that they do not just rely on auto-
mated pieces of code to make their payloads 
successful, but rather combine automated 
attacks with a high level of coordination by 
humans who are skilled, motivated, well 
organised and well funded. 
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The new threat landscape

Such attacks are usually aimed at govern-
ments and commercial entities—especially 
those that possess valuable intellectual prop-
erty, are involved in large-scale mergers and 
acquisitions, handle a great deal of sensitive 
information, have a large customer-facing 
web presence, or that are part of the critical 
national infrastructure. 

Stuxnet is an example of such an APT and was 
one of the first such attack techniques that was 
widely publicised. It deploys a complex mix of 
multiple exploits that have not been encoun-
tered before, uses stolen but genuine digit-
ally signed cryptographic certificates, contains 
some 4,000 functions and uses anti-analysis 
techniques to avoid anyone trying to reverse 
engineer it. It is designed to sabotage IT sys-
tems, and particularly those of the critical 
national infrastructure, because it can easily 
be used to target the SCADA systems on which 
sectors such as the power, gas, oil, water and 
sewage systems depend and can defeat the 
defence mechanisms that the operators of 
such infrastructure have put in place. 

Analysis of APTs shows that, although the term 
“advanced” is used to describe such attacks, 
many of the techniques used are far from ad-
vanced. The recent “Night Dragon”cyberattack 
was launched in order to steal proprietary 
data such as field bids, financing data and 
other operational information from global oil, 
gas and petrochemical companies. Although 
only first detected in November 2009, it is 
estimated that the attacks had been going on 
for some four years. The tools and techniques 
that have been identified as being used in the 
Night Dragon exploit include social engineer-
ing, spear phishing, Windows exploits, Active 
Directory compromises and the use of remote 
administration tools, which are generally 
considered to be standard host administra-
tion techniques that utilise administrative 
credentials. Because of this, they were able to 
evade detection by standard security software 
and network policies. What made the attacks 
so insidious was that they were conducted over 
a long period of time, were low level to avoid 
detection and were undertaken by a well-
coordinated group of hackers. 

Originally aimed at the defence industrial base, 
government and military networks, the use of 
APTs has now expanded to include global cor-
porate and commercial targets. The first APT 
against commercial targets to receive wide-
spread publicity was Operation Aurora, which 
was publicised by Google in January 2010, 
although it is believed to have begun some 
months earlier, and which targeted at least 
34 organisations, including Yahoo, Northrop 
Grumman, Morgan Stanley and Dow Chemical. 
The attacks started with highly targeted emails 
to individuals selected through extensive re-
search that contained links to websites that 
hosted malicious JavaScript that was used to 
exploit a zero-day vulnerability in the Internet 
Explorer browser. The attack then used around 
a dozen pieces of malware to burrow deep 
into networks and several layers of encryp-
tion to disguise the attack and avoid detection. 
The malware also used backdoors to open up 
communication channels to remote command 
and control centres operated by the hackers, 
which provided them with direct access to the 
network. Since this example, there have been 
a number of well-publicised attacks against 
commercial organisations that have included 
enterprises in the gaming and financial sec-
tors, and even security technology vendors. 
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The challenges of maintaining the integrity of networks

Given the nature and extent of threats to elec-
tronic networks and the information that they 
store, process and transmit, security is becom-
ing an ever-more pressing concern. Any secu-
rity incident that an organisation suffers is not 
only damaging in terms of the time and effort 
required for remediation, but could also scup-
per efforts to comply with industry standards 
and government regulations, many of which 
demand that effective security controls are in 
place to ensure that sensitive information is 
protected. Some regulations, such as the data 
protection laws in place in every country in the 
European Union, affect every organisation and 
demand that personal information related to 
employees, customers and other parties is pro-
tected to safeguard the privacy of individuals. 
Whilst there is no over-arching security breach 
legislation in place in Europe, as is the case 
in most states in the US, many countries in 
 Europe are strengthening the provisions of data 
protection legislation to include sanctions for 
those organisations that suffer data breaches. 
There are also many regulations that govern 
the activities of specific vertical sectors or class 
of company, such as public entities, the major-
ity of which demand that security controls are 
in place for protecting information from loss. 

To protect themselves from security incidents, 
organisations deploy a wide range of secu-
rity technologies to guard themselves against 
threats such as malware and will educate 
their staff regarding the dangers of social 
engineering. However, these are not the only 
dangers facing networks and their support-
ing equipment, applications and services. In 
most organisations, networks are extremely 
complex environments and every system that 
they contain must be properly managed. Data 
centres today contain a plethora of equipment, 
including database servers, application serv-
ers, web servers, load balancers, telecom-
munications and storage systems, redundant 
power supplies, environmental controls and 
security devices. Even a small data centre 
can contain a complex array of systems that 
need to be managed in order to maintain their 
integrity and ensure that services are running 
correctly and efficiently. Added to this is the 
amount of dependencies that exist between 
devices and the services that they provide. 

Each of these systems and devices must be 
configured to ensure that they are in a known, 
good state. However, over time, those con-
figurations are subject to change as patches 
are installed, communications settings adjust-
ed and software is upgraded. Even a small 

change can make a big difference and every 
change made could introduce security risks 
that could expose vulnerabilities, exposing 
the organisation not just to costly security in-
cidents, but also could leave them in danger 
of regulatory non-compliance. However, with 
such complexity, administrators are faced with 
an ever-increasing workload in just keeping 
systems running. There is often little time left 
over to check configurations after each change 
or to carry out preventative maintenance. This 
means that configurations are subject to integ-
rity drift as changes can leave systems open to 
compromise and vulnerable to attack. 

A variety of studies have looked at the role that 
configuration errors play in network downtime. 
Most, including studies from Gartner, Infonet-
ics Research and the Yankee Group, estimate 
that configuration errors account for some 
60% to 65% of total network downtime, rising 
to 80% if mismanagement is included, accord-
ing to Gartner. It estimates that the average 
organisation experiences two hours of down-
time per week owing to user error, hardware 
failure, software misconfiguration, attempted 
hacking attempts and lack of capacity. Accord-
ing to Infonetics  Research, downtime of all 
enterprise applications costs large enterprises 
3.6% of annual revenues, and medium sized 
organisations with 100 to 1,000 employees 1% 
of revenues. Network downtime, according to 
Gartner, costs the average company $42,000 
per hour. Alinean, a company that specialises 
in return on investment calculations, puts the 
costs even higher. It estimates that network 
downtime costs organisations $11,000 per 
minute through the loss of access to a supply 
chain application, $10,000 per minute through 
loss of an e-commerce application, and $3,700 
per minute for a customer service application. 

As changes are made to configurations, the 
IT department can lose visibility into what ap-
plications, including which version and their 
patch level, are running on each system con-
nected to the network. This makes it a much 
harder job to diagnose problems and find their 
cause when downtime occurs. This lack of 
visibility means that IT staff must spend time 
troubleshooting systems in an attempt to rem-
edy problems and remediating vulnerabilities, 
which is a drain on productivity for IT staff—as 
well as other employees while the systems are 
taken down for maintenance. Should external-
facing systems need to be taken down to fix 
problems, the organisation could face further 
problems in terms of lost customer orders or 
even customer churn. 
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Regaining control over the network

The Open Web Application Security Project 
(OWASP) regularly publishes a list of the top 
ten vulnerabilities affecting web applications. 
This is applicable to almost all networks today, 
as few remain in isolation without some con-
nection to public-facing networks or the inter-
net. In its 2010 list, security misconfigurations 
are deemed to be the sixth most important 
of the security risks facing web applications. 
This is a change over recent years, as the last 
time that misconfigurations made the top 
ten list was in 2004. Given the role played by 
misconfigurations in network downtime, this 
should be a major focus of IT departments in 
all organisations. 

The importance of misconfigurations is echoed 
in a number of recent surveys. The 2011 Data 
Breach Investigations Report by Verizon Busi-
ness found that while insider attacks continue 
to be a prevalent threat, there was a massive 
increase in external attacks in 2010—and 
nearly all of those exploit configuration weak-
nesses or the inherent functionality of a sys-
tem or application. Another survey, conducted 
by Tufin Technologies at the DEF CON 18 show 
held in July 2010, showed that 73% of respond-
ents reported that they come across miscon-
figured networks three-quarters of the time 
and, according to 76% of respondents, this is 
the easiest resource to exploit. It stated that 
network configuration has become a primary 
security issue and that it is only by configuring 
network resources correctly that organisations 
can hope to beat security issues. 

What organisations need is a way to reassert 
control over what is running on their networks, 
especially as changes are introduced over 
time. Networks are never static and changes 
are inevitable as new software programs are 
introduced, devices added or updates are run. 
As the data provided above shows, as much as 
80% of system unavailability is caused by an 
incorrectly applied change. 

OWASP recommends that organisations 
should deploy a repeatable hardening process 
that makes it fast and easy to deploy another 
environment that is properly locked down. 
This process should be automated to minimise 
the effort required to set up a new secure 
environment. 

When considering the way that a network is 
configured, there are two major areas to take 
into account—application control and change 
control. 

Application control

Computer viruses and intrusions have been 
a fact of life for some years and almost every 
organisation has some form of technology in 
place to try to defend their networks from such 
threats. When first introduced, such technolo-
gies relied on signatures for identifying known 
bad files. This approach requires time to devel-
op a signature for each specific threat encoun-
tered and to disseminate new signature files to 
network users. This leaves computer users in 
an endless cycle of updating their software with 
patches as they are released. 

Another problem with this approach is that 
it provides little defence against new viruses 
and malware as they are released. This has 
not been lost on the criminals who are bent 
on attacking networks. Given that their prime 
motivations are financial gain and that they 
are, increasingly, also targeting organisations 
for political motivations, attackers have moved 
to using variants of known exploits with the 
aim of getting around the defences that have 
been put in place, often testing those vari-
ants against commercially available malware 
defences to ensure that those defences can 
be defeated. With 55,000 new, unique malware 
variants being released every day in 2010, tra-
ditional defences are unable to cope. 

“ “What organisations need is a way to reassert control over 
what is running on their networks, especially as changes 
are introduced over time. Networks are never static and 

changes are inevitable as new software programs are 
introduced, devices added or updates are run. As the 

data provided above shows, as much as 80% of system 
unavailability is caused by an incorrectly applied change.
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Regaining control over the network

As well as creating variants of existing malware, 
exploit writers are also increasing the complex-
ity of their exploits. For example, the Conficker 
worm is one exploit that is particularly difficult 
to counter because of its use of many advanced 
malware techniques in combination. It is also 
able to block access to anti-malware websites, 
disable automatic updates that could include 
a patch against it and kill any anti-malware 
protection installed on an endpoint device. 
Other exploits are being seen that use a range 
of blended mechanisms to make their payload 
more likely to be successful, such as sending 
a phishing email to a user that urges them to 
click on a link, taking them to a website infected 
with malware. Many standalone anti-virus 
products do not include controls for users who 
visit websites infected with malware or proac-
tive protection against phishing attacks. 

Originally, blacklisting was deployed as an al-
ternative technique, often used in combination 
with signatures. It is in widespread use for de-
fending against email spam and is a technique 
used by all vendors of anti-virus products. A 
blacklist is essentially a list of applications 
that are known to contain a bad payload, look-
ing for particular signatures or behaviours that 
are signs of malicious code execution, which 
are then matched against specific aspects of 
application code and behaviour stored in the 
blacklist database. However, their effective-
ness is limited by the sheer volume of rapidly 
reproducing malware variants that modify the 
behaviour of the malware so that it is differ-
ent from the sample contained in the blacklist. 
Another factor limiting their effectiveness is 
the requirement for a device connected to the 
network to have sufficient connectivity to the 
internet and bandwidth for updates to be sent 
regularly—something that is lacking in many 
dedicated systems such as ATMs and POS 
systems that often lack internet connectivity. 
As well as dedicated systems such as these, 
devices with embedded software are increas-
ingly being connected to computer networks 
and many lack the computational power for 
hosting large blacklist files. 

To counter these problems, an alternative 
approach has been developed—application 
whitelisting—which is used to maintain a list 
of software that is considered to be safe to run, 
whilst blocking all other programs. By only 
allowing applications to be run that display 
known good behaviour or that have been ap-
proved for use by the organisation, whitelisting 
provides a lighter way of protecting endpoints 

connected to networks than blacklisting. It is 
also a superior technology to signature-based 
programs as it is able to protect against not 
only known threats, but also against previously 
unknown, zero-day threats because these will 
not be recognised as being on the whitelist and 
will therefore not be allowed to run.

Early whitelisting technologies were criticised 
as being difficult to configure and maintain as 
the IT department had to create the whitelists 
themselves and decide which applications 
should be allowed to run on the network. 
Added to this was the complexity of maintain-
ing the whitelists. For example, an application 
that is known to be good in its inherent behav-
iour could visit a website riddled with malware, 
which could introduce changes that corrupt 
the application, thus introducing vulnerabili-
ties into the network from a previously trusted 
source. Or an update to an application could 
lead to its hash value—a kind of fingerprint 
that is used to uniquely identify a particular 
file and thus prove its authenticity—being 
unrecognised owing to the changes made, 
and hence the application will be blocked from 
running unless the whitelist is updated. 

Today’s generation of application whitelisting 
technologies is more advanced. The technol-
ogy can now be used to automatically discover 
what applications are running on a device or 
network when it is installed and set a baseline 
inventory of applications allowed and expected 
to run, locking down anything else from run-
ning. Whitelisting technology can also be set 
to allow applications, updates and security 
patches from trusted sources to run automati-
cally—such as those installed by existing 
trusted software deployment tools such as 
Microsoft SMS or Tivoli, trusted users, such 
as administrators, or from trusted applica-
tion publishers and file servers—without the 
need for an extra approval step to be taken. 
The technology will, in such cases, compare 
the code contained in the application with 
that stored on the server housing it through 
its checksum or hash value, or by checking 
its digitally signed certificates to verify that it 
is authentic and has not been compromised. 
Many technologies will also offer organisations 
the ability to compare running systems against 
a “gold build” reference image and report on 
the deltas. This technique provides organisa-
tions with a final reference point that the run-
ning systems have the correct applications 
and application versions and have not had any 
other software installed as part of the update 
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Regaining control over the network

process. If unwanted software is detected they 
can simply revert back to the gold build.

The advent of cloud-based computing has 
brought further ramifications for application 
whitelisting. Many whitelisting vendors have 
developed global intelligence networks based 
in the cloud, where applications can be checked 
using real-time analytics that incorporate 
hash values, reputation and threat correla-
tion capabilities to provide countermeasures 
against previously unknown threats. This use 
of cloud-based services offers additional flex-
ibility for those organisations that do not wish 
to totally restrict their users installing applica-
tions themselves, but that do need to ensure 
that those applications will not introduce any 
security vulnerabilities—a technique referred 
to as greylisting. In this scenario, the device 
remains locked down, as with the whitelisting 
approach to which it is supplementary. When 
a user tries to install an application, a request 
is first sent to the cloud where the reputation 
of the application is queried. If the applica-
tion passes the threshold set according to the 
organisation’s security policy, it is allowed to 
run; if it does not, it is blocked. 

Whitelisting technology provides further ben-
efits by being able to protect the memory of sys-
tems and applications by controlling memory 
access rights to prevent a process from access-
ing memory that has not been allocated to it. 
This provides an extra essential layer of security 
by monitoring write operations to the memory 
of systems or applications in use, blocking any 
attempted memory write operations that are 
not authorised to ensure that no code can be 
executed by the writeable portion of memory. 
This will help to preserve the full integrity of 
the system by preventing applications that are 
in the whitelist from being hijacked, such as by 
using buffer overflow techniques, which is a 
common tactic of exploits. 

Requirements of application whitelisting 
technology

• Comprehensive coverage of all applications, 
including bespoke applications.

• Policy creation and enforcement capabilities.

• Centralised management for control over us-
ers and for pushing out updates dynamically.

• Maintenance of gold builds for delta com-
parison purposes.

• Automatic acceptance of approved and trust-
ed applications through authorised process.

• Prevention of the execution of all applica-
tions not specifically authorised or from 
unapproved sources.

• Inability for protection to be overridden by 
administrators altering whitelists.

• Memory protection to prevent authorised ap-
plications being hijacked.

• Support for older technologies that are not 
supported by the vendor, for example many 
organisations still have Windows NT and 
Windows 2000 running critical applications.

Change control

As shown above, the running of unauthorised 
applications, or those that have been altered 
in some way that could impact their security 
through the introduction of vulnerabilities, are 
not the only sources of change that can be ex-
ploited by hackers. Rather, configuration drift 
is a major cause of network downtime—and 
also a window of opportunity for hackers look-
ing to exploit the vulnerabilities that they cause. 
Or a crucial system, such as a web application 
firewall that is necessary to ensure PCI com-
pliance, may be placed in passive mode dur-
ing a scheduled maintenance period and then 
forgotten about, allowing hackers an avenue 
through which to scan for vulnerabilities. 

This issue increases in importance as net-
works become ever more complex, making it 
harder to track and monitor changes to files 
and configurations and ensure that those 
changes are in line with the organisation’s 
change management processes and policies. 
Even though change management processes 
may be automated, some may be bypassed 
by those with administrator privileges, which 
could cause configuration settings to drift away 
from those originally defined and which can af-
fect server performance and availability. Those 
changes can affect the security posture of the 
network, which could introduce weaknesses 
or vulnerabilities that could be exploited, leav-
ing the organisation in contravention of the 
requirements of the government regulations 
and industry standards that they face, which 
demand that security controls are adequate. 

Ideally, organisations should implement change 
control technologies to ensure that all changes 
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are sanctioned and do not result in increased 
exposure to security incidents. Of course, some 
changes are needed, such as hardware and 
software updates that improve performance. 
Organisations will not want to prevent such 
changes being made, but will benefit from a 
properly managed change control process that 
will allow them to maintain the operational in-
tegrity of IT systems by being able to verify that 
changes are authorised and intentional. 

When using such technologies, organisations 
should ensure that systems and devices are 
configured in a secure, hardened state when 
first deployed so that those configurations are 
locked down and that changes cannot be made 
without an authorised change process being 
required. This change process will generally 
define when and how changes can be made, 
such as during a particular, predetermined 
timeframe, only from authorised sources or by 
authorised users, or allowing regularly sched-
uled updates to be made without interruption. 
In order to do this, the technology must be 
centrally managed from a single console that 
allows organisations to create policies as to 
who can make changes, when and how, and 
can determine which files, directories or con-
figurations should be included in change alerts 
and which of those should be given the highest 
priority according to their importance to the 
business. To aid in this task, default profiles 
or templates should be provided for the most 
common applications in an organisation’s net-
work, such as popular operating systems and 
enterprise applications. 

This central management console will be able 
to provide a searchable record of all changes 
made to configurations, including those made 
at remote locations rather than in the main 
data centre and any changes that have been 
prevented or blocked. This will provide visibility 
over the entire network infrastructure so that 
organisations can judge whether or not chang-
es have been made correctly, with generated 
reports useful for audit purposes to show that 
changes have not impacted security or the 
ability to meet compliance objectives. Where a 
change has been made, a change ticket will be 
automatically generated so that every change 
is recorded and tied to what change was 
made, how it was made and by whom in the 
organisation. If a change has been made in an 
emergency, perhaps as a result of a previously 
unknown vulnerability being exploited, those 
change tickets will provide forensic evidence 
of changes. 

Requirements of change control technology

• Continuous monitoring of all attempted 
changes to the network in real time, based 
on set policies.

• Searchable records of all changes made or 
attempted at a granular level to show what 
systems were impacted, when a change 
was made or attempted, context, such as 
the time and location from which a change 
was attempted, and which employee initi-
ated the change.

• Ability to block changes that are out of line 
with set policies and to alert and auto-
matically generate events/tickets for all 
attempted changes.

• Centralised management for policy creation 
and enforcement, and for reporting and au-
dit purposes.

• A process that provides the ability to re-
turn systems to a predetermined, secure, 
hardened state of first deployment when 
changes have been made that are out of line 
with policy.

• Integration with other technology systems 
such as change management, data centre 
automation and configuration management 
solutions.

• Ability to scale to cater for highly complex 
data centres.

• Pre-built controls based on policies re-
lated to the requirements of mandates that 
organisations face, such as PCI DSS and 
Sarbanes-Oxley.
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Take a proactive, holistic approach to security

Today’s breed of complex, targeted and highly 
sophisticated threats targeting organisational 
networks requires a new way of thinking to 
thwart the attacks that are being launched. 
Traditionally, threats have been largely oppor-
tunistic, often looking for low-hanging fruit 
that can be exploited. Today, criminals are 
more organised, specifically targeting indi-
viduals or organisations for prized information 
such as intellectual property or confidential 
information related to proposed mergers or 
acquisitions. The new generation of APTs, in 
particular, look to gain a foothold on networks 
and remotely monitor those networks using 
a variety of techniques, including custom 
exploits to avoid detection. This means that 
deploying security controls in isolation, such 
as standalone anti-virus, or those that can only 
defend against known threats is a strategy that 
is no longer sufficient. 

A far better strategy is to look for security con-
trols that not only provide adequate controls 
against complex, sophisticated threats, but are 
also integrated so that they work together to 
close gaps in protection. Traditional technolo-
gies still have their place, including anti-virus 
and intrusion prevention technologies, but they 
should be supplemented by, and should work 
alongside, more proactive controls that can 
protect even against unknown threats. This re-
quires a combination of application control and 

change control, integrated with other security 
controls such as web security, firewalls, intru-
sion prevention systems, network access con-
trols, database and network monitoring, data 
leakage prevention products, encryption, and 
automated policy management and enforce-
ment technologies. Application control will 
help to keep bad traffic off networks and stop 
unauthorised applications from being run and 
change control will ensure that configurations 
are controlled in a good state, with unneces-
sary and unwanted changes prevented. This 
will provide organisations with the defence-in-
depth capabilities that are required for guard-
ing against sophisticated security threats, 
preventing resources from being tampered 
with. As well as providing more holistic securi-
ty, organisations that deploy technologies that 
are administered, managed and reported on 
from one common, centralised management 
portal will see a range of operational benefits 
in terms of such things as reduced administra-
tive and management burdens and a reduction 
in time responding to security incidents. The 
common management reports that such sys-
tems generate will provide the audit trail that 
organisations need to demonstrate regulatory 
compliance and good governance, as well as 
serving as tools for fine-tuning security poli-
cies as a result of any remaining security is-
sues that are uncovered by the reports. 

1.
Identify all systems in use on the network and the applications that are required to run on them, which can be done 
using automated techniques, as well as the desired gold standard state that represents the ideal configuration for 
each. 

2.

Configure, harden and lock down systems and applications against unauthorised use or change according to in-
dustry standards and best practices. Locking down applications in an approved state and allowing only approved 
applications to run prevents malware being introduced or allowed to run, thus preventing any vulnerabilities 
being exploited. Since misconfigurations in the network are primary targets for attackers, preventing unauthor-
ised changes to systems and their configurations is a primary mechanism for defending against the new threat 
landscape. It is essential to ensure that all unauthorised changes can be blocked and systems, applications and 
configurations returned to their gold standard. 

3.

Keep on top of what is happening through constant monitoring of the network to detect and solve problems as they 
occur without interfering with authorised business processes. When properly monitored and logged, technologies 
such as blacklisting , behavioural analysis and whitelisting will provide a wealth of information for guarding against 
increasingly sophisticated threats. 

4. 
Compare the current state of systems and applications with the desired gold standard baseline and ensure that the 
baseline standard can be restored where necessary to keep systems and applications in compliance with corporate 
and regulatory compliance objectives. 

Table 1: Best practices for defending against today’s breed of APIs
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Take a proactive, holistic approach to security

One of the prime benefits of deploying integrity 
control technologies for organisations is the 
operational cost savings that can be achieved. 
By deploying automated integrity controls, 
organisations can move from an environment 
that relied on inefficient manual processes 
to one where all processes are automated 
and reported on. This will not only reduce the 
time taken in administering and managing the 
controls that have been put in place, which 
will reduce the time and costs of administra-
tive functions, but will also reduce the costs 
involved in remediating security incidents—
especially since modern day integrity control 
technologies can guard against not only known 
threats, but also those previously unseen. 

Centralising such controls within a common 
management framework will not only provide 
an organisation with better overall protec-
tion as reports will highlight where any gaps 
in controls remain, but will also provide the 
management reports and audit trails that are 
necessary for aiding efforts to achieve compli-
ance with regulatory requirements and organi-
sation’s own best practices. For example, with 
applications and configurations locked down 
in a hardened state, threats such as zero day 
threats and APTs will be thwarted, as malicious 
applications will be prevented from running and 
vulnerabilities caused by misconfigurations 
from being exploited. This will shield organi-
sations from the cost and damage associated 
with network downtime or security breaches. 

Integrated controls for improved compliance: the example of PCI

Organisations face a plethora of standards and regulations with which they must comply, 
ranging from industry-specific rules to more general regulations, such as data protection 
in Europe. Of these standards and regulations, one of the most prescriptive in terms of 
the technology controls that must be used is PCI DSS (Payment Card Industry Data 
Security Standards), which is an information security standard that must be adhered to 
by all organisations that handle cardholder information for all major forms of payment 
cards. PCI specifies 12 requirements for achieving compliance, which are organised into 
six logically related groups referred to as control objectives. Many would argue that PCI is 
too prescriptive, whereas some of the controls that it specifies actually cannot provide for 
adequate protection. 

For example, the third control objective “maintain a vulnerability management programme” 
requires that organisations deploy and regularly update anti-virus software on all systems 
commonly affected by malicious software, and personal computers and servers in particular. 
It further states that organisations must ensure that all anti-virus programmes are capable 
of detecting, removing and protecting against all known types of malicious software. Given 
that 55,000 new malware variants were encountered daily during 2010 and that six million 
new malicious software programs were unleashed on the internet in the first three months 
of 2011 alone, according to McAfee Labs, merely installing traditional anti-virus software 
based on signatures of known malware samples will leave organisations with a false 
sense of security. To protect themselves from the financial cost and reputational damage 
of suffering a security breach caused by a zero day exploit, a more proactive approach—
that of application control to keep malicious software off the network and to ensure that 
unauthorised applications cannot run—is required. 

Change control technologies are also important tools for achieving PCI compliance. As 
part of the vulnerability management programme that organisations are required to put in 
place, PCI states that they must follow change control procedures for all changes to system 
components. This is a much easier task through the use of automated change control 
technologies, which will also provide audit trails and real-time reports of all attempted 
or successful changes made to configurations to prevent vulnerabilities being introduced 
that could be exploited. Change control technologies are also useful tools in achieving 
compliance with PCI’s fifth control objective:“regularly monitor and test networks.” Within 
this objective, PCI states that organisations must deploy integrity monitoring tools to 
alert personnel to unauthorised modification of critical system files, and should configure 
software to perform critical file comparisons at least weekly. For this to be effective, change 
controls should be applied to all systems on the network, should integrate with other 
security controls in place, and should provide centralised management capabilities. 
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Take a proactive, holistic approach to security

Continuous monitoring for integrity control is an important part of any 
security model—the core principles of which are generally understood to 
be confidentiality, integrity and availability. Through automated compli-
ance assessment and remediation, organisations are a large step further 
towards achieving continuous compliance, which can be proved through 
audit, across all servers, endpoints that connect to them, and networks.
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Summary

Complex networks and targeted, sophisticated threats require a more 
proactive approach to security. Automated application and change con-
trols enable organisations to improve the integrity of their networks by 
preventing malware from infecting networks—even zero-day, previously 
unknown threats—enforcing the use of secure, hardened and approved 
configurations, and provide valuable intelligence as to the security state 
of the network. 

By automating such functions, operating costs will be reduced. These 
cost savings come from a variety of sources. Automation and central-
ised administration, management and reporting will reduce the ad-
ministrative and management burden faced by organisations, freeing 
up administrators from fire-fighting and remediation activities. One 
specific example of where costs can be reduced is in automating patch 
management activities. Through use of application control technologies, 
applications from trusted sources and patches for those applications can 
be automatically allowed to run, thus reducing the need for employees to 
oversee the process and downtime while they are installed, preventing 
the costs of remediation and problems of questionable data integrity if 
buggy patches are installed that lead to vulnerabilities being introduced. 
This is a particular bonus in industries that are part of the critical national 
infrastructure or those that rely on embedded devices, such as retail or 
the healthcare sector, as it is often not feasible to take down those sys-
tems to install the required patches manually. Another example of cost 
savings is that of the reduction of downtime caused by misconfigurations 
which, according to industry research, are responsible for 60% to 65% of 
total downtime, during which time systems are unavailable, employee 
productivity will suffer and customer-facing services could potentially be 
unavailable, costing the organisation lost revenues. 

With an integrated approach to security, the integrity of networks and 
the services that they provide, many security threats will be negated and 
organisations will be in a much better position to more easily and quickly 
prove compliance with the demands of the regulations that they face 
through the centralised management and reporting capabilities that 
they provide. 

Further Information

Further information about this subject is available from 
http://www.BloorResearch.com/update/2094

http://www.BloorResearch.com/update/2094
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